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ABSTRACT 

Many organizations are now migrating to the cloud and investing in this technology. The cloud computing has 

solved many problems of the traditional computing, such as handling peak loads(storage), installing software 

updates, high availability of services and maintenance for cloud customers at  reasonable cost.  

Due to the fact that the services and information of many organizations had been outsourced in the cloud, it becomes 

impossible to place a virtual protection and to create boundaries around the organization castle.  

 The new technology has created new challenges such as data security.  

The data security has always remained major issue in the IT, but in the cloud it becomes a serious concern since the 

data will be distributed at different places all over the globe and the resources are shared by different customers so it 

makes it difficult to clearly identify, authenticate, authorize and monitor who is accessing the customer’s data. 

This survey paper aims to discuss the using of data segregation technique to enhance cloud computing data security 

and it also describes the advantages and disadvantage of the existing data segregation strategies and techniques. 
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1.    INTRODUCTION 

The sharing of cloud computing infrastructure between different consumers creates a significant risk to the cloud 

security that exceeds the security threats of traditional IT environments. Users from different organizations and 

different trust levels often interact with the same set of computing resources. This makes implementing data 

segregation models are very significant to ensure that data from competing organizations remains segregated while 

being stored in the cloud computing resources to prevent any accidental disclosure or misuse. 

Cloud computing is an architecture for providing computing service via the internet on demand and it provides 

access to a pool of shared resources namely networks, storages, servers, services and applications. It saves effort; 

cost and time for organizations by allowing customers to pay only peruse [1]. 

Cloud computing is a completely internet dependent technology where client data is being stored in the data center 

of the cloud provider such as Google, Amazon, Salesforce.com and Microsoft etc.  

The data security is one of the key challenges in the cloud technology, which acts as an obstacle in the 

implementation of cloud computing. The limited control over the data may cause various security issues and threats 

which include data leakage, insecure access, data availability and inside attacks.  

The sharing of resources and using multi-tenant technology for storing customer’s database can minimize 

Hardware/Software costs, but it will increase the risk of disclosing the critical customer’s data by another customer 

[2]. 

In cloud computing environment the data of an organization could accidently accessed by anther competing 

organization especially if they are storing in the same server which may cause huge business damage, however, 

separation is the key factor of any secure system, and this factor is not provided by the cloud computing technology . 

Clear separation of data and processes in the cloud is so important to ensure zero data leakage between different 

applications and processes [1]. 

 

To achieve good cloud security in addition to data server security, all the followings security aspect must be 

considered:  

 Physical security 

All the cloud’s infrastructure, including servers, routers, storage devices, and other components must be 

physically secure and monitored.  

 Network security 
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Use many network security techniques such as firewalls, virtual private networks (VPNs), secure routers, 

intrusion detection systems, network sniffers, etc.  

  Host security 

Use host security techniques such as securing the operating system, use virus protection and malware 

protection to implement web browser security.  

 Application security 

Secure applications that are running on your system. The cloud provider must follow and support a secure 

development process.  

 Identity management 

Identifying and authenticating enterprise users using reliable systems and methods.  

 Business controls 

Implement rules, processes and practices to govern access, assets, use and management of data [3]. 

 

In order to choose the suitable service provider, the customers must negotiate the following issues before 

signing the contract to ensure good security policies:-  

 Define the level of control that the service provider will have over the customer data.  

 Ensure that the service provider will give assurance to the physical location of the information; the 

proposed location must present the lowest risk. Also, ensure that any reallocation of the information will be 

only with the customer’s permission. 

 Define the type of security measures, whether the encryption will be used during transmission or not and 

how the authorized access will be achieved. 

 Ask about data availability and whether cloud provider will provide back-up copies of the information, 

ensure the security of those copies and for how long they will be kept [4]. 

 

2. DATA SECURITY IN CLOUD ENVIRONMENT 
Protecting data integrity, availability and confidentiality is a one of the most critical and challenging issues in the 

cloud computing environment. The customer data will be stored and moved from dedicated physical storage to a 

shared environment managed by various service providers, and it may stored in a different country that may have 

different regulation [5]. 

 

The cloud computing causing great impact on information security field for the following reasons: 

(1) Due to the nature of cloud computing storage and the dynamic scalability, it’s difficult to isolate a 

particular physical resource in the event of a security breach. 

(2) It is difficult to deploy a unified security measure; since the resources may be owned by multiple 

providers.  

(3) Due to the openness and multi- tenancy of cloud that allow sharing of resources, the user data may be 

accessed by unauthorized users. 

(4) The cloud platform has to deal with massive information [6]. 

 

Data Security in Cloud Environment must achieve the following objectives:  

1. Integrity of Data  
Integrity threats in cloud computing include data deletion, data manipulation and data alteration by some third 

party who is not authorized to perform such task [1]. 

2. Data Confidentiality  

Confidentiality means that only authorized parties or systems can access the data. Confidentiality is necessary 

for securing access and transfer of data, and to preserve isolation over the different user’s data [1]. 

3. Data Availability & Management  
Data availability means that the system should be accessible and usable on demand. The availability may be 

affected if the server of the service provider has been penetrated, as the situation happened before twice to 

Amazon's Simple Storage Service (Amazon S3) in February and July 2009. This accident resulted in a dead 

stop to some network sites relying on this service [6]. 

4. Data Authenticity  

There are a vast number of primitives for preserving the privacy of users’ data, such as Anonymous Password 

Authentication (APA) [7]. 

5. Data Storage & Maintenance  
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User is unaware of the location of data in the cloud environment and it is stored dynamically in the cloud 

servers. The data in cloud exposed to loss or damage due to an environmental disaster or server failure, in that 

case the recovery is very important. 

1.  Data Breaches, Leaks & Hacks  

Data breaching become a potential threat in the cloud due to Multi-tenancy characteristic.  

2. Data Separation& Filtration 

Means maintain isolation among user’s data. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Data Security in Cloud Environment [7] 

 

3. DATA SEGREGATION  

According to Younis et al [8] delivering a secure Multi-tenancy in the cloud computing require, isolation among 

customer’s data. The data could face different kinds of regulations and legal systems, as it may be transferred 

between countries. Protecting data privacy is one of the most important issues in the cloud computing security.  

In the cloud computing environment, the sharing of the infrastructure or cloud computing resources will expose the 

data to the risk of disclosure or unauthorized access. 

Mohamed Al Morsy et al [9] noted that to deliver secure multi-tenancy there should be isolation among tenants. A 

tenant is a cloud computing customer which could be a company or enterprise.  

The cloud computing model achieves resource utilization by providing two main characteristic Multi-tenancies and 

elasticity. The sharing of computational resources, storage, services and applications with other tenants will be very 

risky [9].   

According to (Subashini S, Kavitha V) Multi-Tenancy allows data of various users to reside at the same location. 

The possibility of user data intrusion by another user is dramatically increasing in this environment, so keeping 

customer’s data separate and maintain isolation among the users is an important security issue [10]. 

Practically, multi-tenancy is a trade-off between security and cost, the wider resources are shared more decrease in 

cost and more increase in utilization; however this sharing will increase the security risks [11]. 

 

4. SHARED MULTI-TENANT ENVIRONMENT  

The concept of multi-tenancy is referred to as the ability to serve multiple customers through one instance of 

software product that is hosted on the software vendor's infrastructure in order to allow the sharing of software 

instances and databases between multiple customers [12]. 

Multi-tenancy allows the customization of the single software instance to be suitable for the requirements of many 

different customers [13]. 

The term Multi-tenancy was firstly mentioned in a paper by Chong and Carraro in 2006 while the idea of multi-

tenancy has evolved from previous paradigms such as time-sharing in 1960s [14]. Companies often reuse the 

existing applications or they may rent space and processing power on mainframe computers in order to reduce 

computing expenses.  

Jaap Kabbedijka  et al[14] noted that “Multi-tenancy is a property of a system where multiple customers, so-called 

tenants, transparently share the system's resources, such as services, applications, databases or hardware with the 

aim of reducing cost, while still being able to exclusively configure the system to the needs of the tenant.” 
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5. MULTI-TENANCY DATA MANAGEMENT APPROCHES  
According to Jacobs et al [15] and Chong [16] there exist three main approaches for data management in a 
multitenant deployment which are: 

1.  Separate databases.  
2. Shared database with separate schemas. 
3. Shared database with shared schemas. 

 
Table 1: Shows a comparison between the different multi-tenancy approaches. 

 

The following Figure 2 shows the Types of Multi-Tenant data storage systems and the architectures of multi-
tenancy structures. 
 

Figure 2: illustrates the architectures of multi-tenancy structures [17]. 

 

Comparison 
between  Different 

Multi-tenancy 
Approaches 

Multi-tenancy Approach Types 

Separate Databases 

 

 

Shared Database with Separate 
Schemas 

 

Shared Database with Shared schemas 

Sharing level 
Each tenant has its own 
database. 

Each tenant has its own tables in a 
shared database. 

Shares the same table (shared schema) among 
many tenants. 

Security 
The best approach for 
security grantee. 

There is security threats but better 
than shared schema 

Increase data exposure and data leakage threats. 

cost 

Higher cost since memory 
and CPU resources are 
consumed in redundant 
database processes [15]. 

Less memory is consumed per tenant, 
but the memory consumption 
increases as the number of tenants 
increases. 

Lowest cost and the best one in scalability. 

Reduction in maintenance cost. 
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From the above information, we can conclude that the final approach (Shared database with shared schemas) scales 

out best utilization, due to least overhead per tenant but it needs additional effort for isolation. The isolation means 

less sharing & less scalability so the segregation techniques are very important to provide total data isolation for this 

approach [18].  

This approach is appropriate when the application should be capable of serving a large number of tenants with a 

small number of database servers. In general, increasing the degree of multi-tenancy decreases per tenant 

performance, but it will reduce the overall operating cost for the service provider. In a public cloud services that 

offered by providers, the client organizations usually share components and resources with other unknown 

consumers. Instead of using physical separation of resources as in traditional computing, cloud computing depends 

on logical separation using hypervisor software at multiple layers of the application stack [19]. 

 An attacker could exploit the shared cloud environment vulnerabilities, overcome the logical separation, and gain 

unauthorized access.  

Sebastian Jeuk et al[20] mentioned that multi-tenancy describes the shared resource utilization within the cloud 

provider’s infrastructure. 

  

The cloud providers gain the following advantages from using multi-tenancy approach 

(1) Better resource utilization. 

(2)  Rapid elasticity. 

(3)  On-demand self-service. 

 

However, multi-tenancy is not always beneficial as the sharing increase data security threats. 

Amazon, offering Infrastructure-as-a-Service (IaaS), uses multi-tenancy to share physical servers among many 

different tenants.  The isolation between tenants relies on the hypervisor and the network infrastructure. 

Within the Software-as-a-Service (SaaS) applications such as Drop box service uses the user accounts method to 

isolate between tenants [20]. 

Data isolation is necessary to ensure adequate segregation of data and to prevent unauthorized access to any tenant 

data [21]. There are many data partitioning strategies will be described below in the related work  has been adopted 

in order to segregate the data which  reside in shared environment, but it  still require additional development effort 

to ensure high degree of data isolation and security among tenants. 

 

6. RELATED WORK 

Subashini et al[22] proposed a metadata based data segregation and storage methodology, concerns with the security 

of the data that stored in the cloud computing data centers.  

The model fragments the data in a way such that the database contains invaluable data during residing in the storage 

location. The information gains its value only during acquisition or updating when those fragments of information 

are mapped.  

There is no problem even if the data is accessed by an intruder since only the authenticated users and owners are 

allowable to view the information in a mapped manner. 

The fragmentation is done by Data Migration Environment (DME) based on the metadata that describes the database 

tables as normal or sensitive or critical according to the importance of the stored data. The input to DME should be 

the existing schema of the database and Metadata information.  

The DME will fragment the data into pieces based on the level of data security. The table created by the DME will 

be the most sensitive data and will be stored either in a different server at the same geographical location or at a 

different geographical location. Additionally the DME will prepare a mapping table to reassemble the data during 

access or update. However, the fragmentation provides high security but it will cause a considerable overhead cost. 

This model is suitable for the database that is being designed from scratch and it is not effective for enterprises who 

want to move their existing data to the cloud [22]. 
C. P. Ram and G. Sreenivaasan[23] proposed a mechanism to achieve security through encryption and decryption of 
user’s data using cryptographic co-processor which is a trusted third party service. The cloud provider should ask 
the customer whether his data need to be segmented or not. Customer’s data are divided into pieces of constant size 
called data chunks; the chunk size is based on the available bandwidth. After segmentation a header and a tail will 
be added to each data chunks and they will be distributed randomly in separate databases. A log file that serves as an 
index to find chunks must be created and stored in a master database that can be accessed only by highly privileged 
user, since it is difficult for hackers to find the master database, they will not be able to find the data chunks. By this 
way, the security of user data will be enhanced [23]. 
Michel et al[11] proposed Secure Logical Isolation for Multi-tenancy (SLIM) model to provide security close to 
physical isolation by applying the principle of least privilege that is designed to be tenant _specific. This principle is 
implemented using mechanisms such as security gateway, proxy and gatekeeper to address this issue. 
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In SLIM model, users are grouped into tenants and they are interacting with a set of service nodes that can serve 

requests of any user belonging to any tenant.  

SLIM provides isolation between processes by using uid(user identifier) which is refer to OS(Operating System)user 

and suppose that the process of one user can’t access resources belonging to another uid. However, there are some 

processes like administrator process requires high privilege and it is called a privileged process. The attacker that 

has administrator privilege can access any resources in the system. Whenever a process request access to resources 

the gatekeeper verifies its true tenant identity.  

The gatekeeper goal is to protect the corresponding resource (e.g., keys and values) to prevent any not allowed 

access to tenants. All requests to access the stored data that do not originate from the gatekeeper will be blocked. 

This allows the gatekeeper to isolate the views of the shared resource that each tenant can access only its own keys 

and values. This prevents cross-tenant data leakage and malicious modifications of the stored keys and values [11]. 

K. Sreekumar et al provide upcoming solutions to privacy preservation by presenting Geometric Data perturbation 

to transmit the information in a secure manner. The research uses fragmentation approach for storing the sensitive 

data that identified by key element. Fragmentation is done by splitting the sensitive data in such a way that prevents 

the utilization of the data when captured by an intruder. The value of the information is actually destroyed in this 

process. In the end, the data mapping is required to re-assemble the information [24]. 

The following figure 3 shows an example of how the researchers split their data. 

 

 

 

 

Figure 3: Fragmentation Approach to store sensitive data [24] 

 

 

 

 

 

 

 

 

 

 

 

 

 



IJRRAS 23 (2) ● May 2015 Al-Badawi & Kayad ●  Data Security of the Cloud Computing 

 

 
 

142 

 

Table2: Shows comparison between the segregation techniques and their advantages and disadvantage 

 

7. CONCLUSION AND FUTURE WORK 

This paper highlighted the different techniques for data segregation in the Cloud computing environments proposed 

to enhance the data security. One of the main challenges towards the rapid growth of cloud computing is the security 

and privacy issues associated with it, since the data and information are the backbones of any organization. None of 

the organization can transfer its data or Information to a not trustworthy party. 

Many researchers proposed models for data protection and to enhance data security such as data segregation 

techniques, but there are still many gaps that need to be filled by making these techniques more effective.  More 

works are required in the area of cloud computing data security to make it acceptable to the clients.  

 As a future dimension to this work, the research will be conducted for creating efficient, powerful data segregation 

technique.  

 

Comparison Between 

Segregation 

Techniques 

 

The Security level , advantages and disadvantages  of every segregation technique 

Security level Advantages Disadvantages 

The used Segregation 

Technique Method 

 

Securing the data during storage 

by fragmenting the data in a way 

such that the database contains 

invaluable data during residing 

in the storage location. The 

information gains its value only 

during acquisition or updating 

when those fragments of 

information are mapped 

Add more security as the 

information gains value 

only during acquisition 

or updating while 

database contains 

invaluable data during 

the storage. 

Fragmentation and 

reassembly of the data 

during access causes cost 

overhead. 

 

 

 

Metadata based data 

segregation 

 

Segment and encrypt the 

user data using a secure third 

party co-processor 

 

Securing data during storage 

through encryption and 

decryption of user’s data using a 

trusted third party service called 

cryptographic co-processor. 

Enhance the security of 

the encrypted data by 

distributing the data 

within the cloud 

(chunks). 

The user can decide 

whether to divide the 

data into chunks or not. 

If unauthorized person gain 

access to the log file which 

contain information about 

the data chunks that stored 

in a secured database called 

Master database he will be 

able to reassemble the data. 

Secure Logical Isolation for 

Multi-tenancy 

 

Provide process level isolation   

by applying the principle of least 

privilege that is designed to be 

tenant _specific. Each tenant has 

its own privilege given to its  

uid(user identifier) which is refer 

to OS(Operating System) user 

and suppose that the process of 

one user can’t access resources 

belonging to another uid 

Prevent any not allowed 

access to tenants and 

provide isolation 

between processes. So 

each tenant can be 

accessed only using its 

own keys and values. 

An attacker that has 

privileged process( 

administrator privilege) can 

access any recourses in the 

system 

 

 

 

Fragmentation Approach in 

Wireless Sensor Networks 

Securing data during 

transmission using fragmentation 

approach by splitting the 

sensitive data in order to prevent 

the utilization of the data when 

captured by an intruder. The 

value of the information is 

actually destroyed in this 

process. In the end, the data 

mapping will be done  to re-

assemble the information 

 

fragmentation approach  

is implemented to store 

the sensitive data in the 

data center  to prevent 

the privacy of the data 

when captured by the 

intruder 

Mapping the data is 

required to re-assemble the 

fragmented information 

will  increase the cost 

overhead 
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