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ABSTRACT 

This paper proposes a modified approach to data security using the concept of genetic algorithm and RSA 

cryptography to encrypt and decrypt the data. Genetic algorithms are a class of optimization algorithms which can 

be used to solve many problems through modeling a simplified version of genetic processes. Using Genetic 

Algorithm we can keep the strength of the key to be good, still make the whole algorithm good enough. We 

introduce a modified ciphering technique that lead to a modified ciphering system that can be used in encrypting 

data. This system is combination of symmetrical system using Genetic algorithm Inspired Cryptography and 

asymmetrical system using RSA cryptography to make the key very complex to reinforce resistance to 

cryptanalysis. The first operation is asymmetrical using genetic optimization to generate the key. The second 

operation of the modified ciphering technique is by using RSA algorithm. The key produced is non-repeating and 

thus making the cipher almost difficult to break. The feature of such an approach includes high data security and 

high feasibility for practical implementation.  

 

1. INTRODUCTION 

Recently, due to the large losses from illegal data access, data security has become an important issue for public, 

private and defense organizations. In order to protect valuable data or information from unauthorized access, illegal 

modifications and reproduction, various types of cryptographic techniques are used. Cryptography is the science of 

writing in secret code. There are two basic types of cryptographic techniques [1], [2]: symmetric and asymmetric 

cryptography. In symmetric cryptography, same key is used for encryption and decryption. While in asymmetric 

cryptography, two different keys are used, one for encryption called public key and another for decryption called 

private key. 

Symmetric key algorithms are typically fast and are suitable for processing large stream of data. Some of the popular 

and efficient symmetric algorithms include Twofish, Serpent, AES, Blowfish and IDEA [1]. On the other hand, 

Genetic algorithms offer an alternative technique for encryption [3]. Generally, genetic algorithms contain three 

basic operators: reproduction, crossover and mutation [4], [5]. A thorough study on the success of GAs in 

cryptography was carried out in Genetic Algorithms Inspired Cryptography (GIC) [3], [4]. The work takes GA as 

base for generating the key and proposes a new symmetrical blocks ciphering system.  

Some of the popular and efficient asymmetric algorithms include RSA, NTRU, and Elliptic curve cryptography. 

RSA is a cryptosystem, which is known as one of the first practicable public-key cryptosystems and is widely used 

for secure data transmission [6]. In such a cryptosystem, the encryption key is public and differs from the decryption 

key which is kept secret. In RSA, this asymmetry is based on the practical difficulty of factoring the product of two 

large prime numbers, the factoring problem. RSA stands for Ron Rivest, Adi Shamir and Leonard Adleman, who 

first publicly described the algorithm in 1977 [7]. A user of RSA creates and then publishes the product of two large 

prime numbers, along with an auxiliary value, as their public key. The prime factors must be kept secret. Anyone 

can use the public key to encrypt a message, but with currently published methods, if the public key is large enough, 

only someone with knowledge of the prime factors can feasibly decode the message [8]. Breaking RSA encryption 

is known as the RSA problem. It is an open question whether it is as hard as the factoring problem [6], [8]. 

This paper proposes a modified encryption technique based on GAs. A key is generated from the text by using 

Genetic algorithm Inspired Cryptography which is classifying as symmetric cryptography. The key obtained from 

last step is encrypted by RSA cryptography which is classifying as asymmetric cryptography.  The key produced by 

the method is shown to be non-repeating and thus making the cipher harder to break. The new technique relies on 

the randomness of GAs and their ability to make the population converge towards the desired point using a fitness 

function and combines it with the concept of feedback similar to that of neural networks. The modified technique 
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has been implemented and the randomness of the population generated was calculated. A non-repeating key 

guarantees better results and generates a code that is theoretically harder to break.  

The paper is organized as follows: In Section 2, background about Genetic optimization, Genetic algorithm Inspired 

Cryptography, and RSA cryptography is introduced. Genetic optimization will be used in Section 3 in the modified 

encryption algorithm. Genetic algorithm Inspired Cryptography and RSA cryptography algorithms are presented, 

including the implementation details which are necessary for understanding our proposed encryption algorithm that 

will be used in Section 3. Section 3 presents the modified encryption algorithm using Genetic algorithm Inspired 

Cryptography and RSA cryptography. Section 4, has comparison between proposed modified encryption algorithm 

and the most well-known cryptosystems such as DES, AES, Elliptic curve, RSA, Diffie-Hellman, Genetic algorithm 

Inspired Cryptography, NTRU, and Elliptic curve ElGamal cryptography. Finally, Section 5 concludes the paper.   

 

2. BACKGROUND 

2.1 Genetic Optimization 

Genetic Algorithms are heuristic search procedures which are footed on Charles Darwin theory of the survival of the 

fittest [9], [10]. The concept behind these algorithms was to imitate the randomness of nature. So, Genetic 

Algorithms (GAs) tries to follow nature to a great extent. GAs produce a population in such a way that the attribute 

which is trendy, that has higher fitness value that replicated more, as done by the nature. This is also the 

fundamental concept behind evolution. So, these algorithms are also referred to the evolutionary algorithms [11]. 

Genetic algorithms attempt to parallel the process of biological evolution to find better solution so it is a popular 

method for avoiding local optima in improving search. The best single solution encountered so far will always be 

part of the population, but each generation will also include a spectrum of other solutions. Ideally, all will be 

feasible, and some may be nearly as good in the objective function as the beast. Others may have quite poor solution 

values. New solutions are created by combining pairs of individuals in the population. Local optima are less frequent 

because this combining process does not center entirely on the best current solution. 

 

 Genetic Algorithms Operator: 

Genetic algorithms contain three basic operators: reproduction, crossover and mutation [4], [11], [12], [13]. 

Reproductions and crossover together give the genetic algorithms most of their power. 

1) Reproduction Operator: Reproduction is done on the basis of Rowlett Wheel selection. It selects 

chromosomes from the initial population and enters them into the mating procedure.  

2) Crossover Operator: Crossover Rate (0 to 1) determines the probability of producing a new 

chromosome form the parents. For example, the strings 10000100 to 11111111 could be crossed over 

after the third locus in each to produce the two offspring 10011111 to 11100100. The crossover 

operator roughly mimics biological recombination between two single chromosomes organisms. 

3) Mutation Operator: It randomly changes its genetic makeup. This operator randomly flips some of the 

bits in a chromosome. For example, the string 00000100 might be mutated in its second position to 

yield 01000100. Mutation can occur at each bit position in a string with some probability, usually very 

small. 

 

2.2  Genetic Algorithms Inspired Cryptography (GIC) 

GIC are symmetrical blocks ciphering system based on genetic optimization whose secret key is generated during 

each session using a random process [3], [4]. GIC uses internally the genetic random process for the choice of the 

blocks allowing for their total modification to be ciphered data. In GIC, the principal operations used in ciphering 

are substitutions and permutations of the bits of the plaintext. The steps of ciphering are: 

Step 1: Break up the plaintext into blocks of equal size. 

Step 2: Apply the genetic operations using as arguments, randomly selected blocks and position. Depending on the 

types of operations and its arguments make it possible to generate the key by the tracing of these operations. 

 

2.3 The RSA public key cryptosystem 

RSA cryptography is asymmetrical ciphering system based on Multiplication, congruence, and groups operations 

[6].The security of the RSA cryptosystem is based on the problem of factoring very large numbers [8]. In this 

section we describe the RSA public key cryptosystem, Suppose Alice and Bob are communicating over an insecure 

transmission medium, and Alice wants Bob to send her a private message. Using RSA, Alice will take the following 

steps to generate a public key and a private key: 

1. Choose two large numbers prime numbers p and q such that    , randomly and independent of each 

other. 

2. Compute 
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3. Compute the totient 

 ( )  (   )(   ) 
4. Choose an integer e such that       ( ) which is coprime to  ( ). 
5. Compute d such that 

    (     ( )) 
The public key consists of: n, the modulus, and e, the public exponent.  

The private key consists of: d, the private exponent, which must be kept secret. 

Alice transmits the public key to Bob, and keeps the private key secret. p and q are sensitive since they are the 

factors of n, and allow computation of d given e. 

Suppose Bob wishes to send a message M to Alice. He turns M into a number 

    , using some previously agreed-upon reversible protocol. Bob now has m, and knows n and e, which Alice 

has announced. He then computes the ciphertext c corresponding to m: 

     (     ) 
Bob transmits c to Alice. 

Alice receives c from Bob, and knows her private key d. She can recover m from c by the following procedure: 

     (     ) 
Given m, she can recover the original message M. The decryption procedure works because 

   (  )      (     ) 
Now, since 

     (       ) 
and 

     (       ) 
Fermat’s little theorem yields 

      (     ) 
and 

      (     ) 
Since p and q are distinct prime numbers, applying the Chinese remainder theorem to these two congruences yields 

      (      ) 
Thus, 

     (     ) 
 

The RSA public key cryptosystem is summarized in Table 1.  

 

Alice Bob 

Key Creation 

Choose secret primes p and q. 

Choose encryption exponent e with 

   (  (   )(   ))   . 

Publish       and e. 

 

Encryption 

 Choose plaintext m. 

Use Alice’s public key (n, e) to compute 

     (     ). 
Send ciphertext c to Alice. 

Decryption 

Compute d satisfying 

    (   (   )(   )). 
Compute           (     ). 
Then m equals the plaintext. 

 

Table 1: RSA key creation, encryption, and decryption 

 

3. THE ENCRYPTION AND DECRYPTION OF THE MODIFIED ALGORITHIM 

We introduce a modified ciphering technique that lead to new ciphering system that can be used in encrypting data. 

This system is combination of symmetrical system using Genetic algorithms Inspired Cryptography (GIC) [3], [4] 

and asymmetrical system using RSA Cryptosystem [6] to make the key very complex to reinforce resistance to 
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cryptanalysis. The first operation is symmetrical using GIC to generate the key from plaintext. The second operation 

of the new ciphering technique is by using the RSA algorithm. 

 

Algorithm 

Key Creation: 

Assume Alice the receiver of cipher text, to be able to decrypt the cipher text he must create the key by the 

following steps: 

1. Choose two large numbers prime numbers p and q such that    , randomly and independent of each 

other. 

2. Compute 

     

3. Compute the totient 

 ( )  (   )(   ) 
4. Choose an integer e such that       ( ) which is coprime to  ( ). 
5. Compute d such that 

    (     ( )) 
The public key consists of: n, the modulus, and e, the public exponent.  

The private key consists of: d, the private exponent, which must be kept secret. 

 

Encryption Algorithm: 

Input: T the plaintext of size M, t the size blocks 

Output: a cipher text T' and a ciphering key K’ 

Method: 

{ Cut out T into blocks of size t; 

Initialize the key K with an empty list; 

While there is no marked blocks in T do 

 { If there is one no marked block then 

{ Choose randomly two integers 1 ≤ p ≤ q ≤ t; 

Mutation (B, p, q);  

Mark B;  

Add [-1, index of B, p, q] to K; 

} 

End Else %more than one no marked block  

{ Choose randomly the operation to apply; 

Choose randomly two integers 1 ≤ p ≤ q ≤ t; 

If the operation is Mutation then 

{ Choose randomly a no marked block B; 

Mutation (B, p, q);  

Mark B;  

Add [-1, index of B, p, q] to K; 

   }  

End Else %Crossover is chosen  

   { Choose randomly two no marked blocks B1 and B2; 

Crossover (B1, B2, p, q); 

Mark B1 and B2; 

Add [index of B1, index of B2, p, q] to K; 

   } 

  } 

 } 

        Apply the encryption process of RSA algorithm on K to get K’: 

Use Alice’s public key (n, e) to compute 

      (     ). 
K’ is the ciphering key  

The text T' obtained is the ciphering of T; 

Send T’ and K’ to Alice. 

} 
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 Decryption Algorithm 

The process is composed of decryption part of RSA and GIC. In fact, the reciprocal operations of mutation and 

crossover are equal to themselves. The latter operations are involutive. We note that the order of the deciphering 

operations is the reverse of the ciphering order. Indeed, the last coded operation should be deciphered firstly and the 

deciphering process continues in a same manner. 

 

 Algorithm of deciphering. 

Input: a ciphertext T’ of size M and a key K’. 

Output: The plaintext T correspond to T'. 

Method : 

{ Apply the decryption process of RSA algorithm on K’ to get K: 

  Alice starts the decryption process by computing: 

        (     ). 
 Let K = [(i1, j1, p1, q1), (i2, j2, p2, q2), ... , ( im, jm, pm, qm)] 

Browse K for calculate the size blocks t, chosen during the ciphering; 

n=0; % n is the total number of blocks 

For each quadruplet (i, j, p, q) in K do 

{ If i = -1 then % it correspond to a mutation 

 { n = n + 1; 

 } 

Else % it correspond to a crossover  

{ 

  n = n + 2; 

 } 

 } 

t = M/n; 

Divide T’ into blocks of size t; 

For each quadruplet (i, j, p, q) in K do 

{ If i = -1 then % it correspond to a mutation 

 { Let B the ith block in T’; 

Mutation (B, p, q); 

 } 

Else %it correspond to a crossover  

 { Let B1 the ith block and B2 the jth block T’; 

Crossover (B1, B2, p, q); 

 } 

 } 

The text T obtained is the plaintext 

} 

 

4. COMPARISON WITH OTHER CRYPTOSYSTEMS 

In this section, we compare our algorithm with DES, AES, Elliptic curve, RSA, Diffie-Hellman and NTRU, the 

most well-known cryptographic algorithms. The DES operations are substitution and permutation using boxes. The 

popular attacks on it are Differential cryptanalysis and Meet in middle attack. The AES operations are substitution, 

shift and addition operations. The popular attacks on it are Timing attack and Brute force attack. The Elliptic curve 

operations are addition on elliptic curve, congruence and fields operations. The popular attack on it is Collision 

attack. The RSA operations are multiplication, congruence, and groups operations. The popular attacks on it are 

Timing attack and Low exponent attack. The Diffie-Hellman operations are multiplication, congruence, and groups 

operations. The popular attacks on it are Pohlig attack and Index calculus attack. The NTRU operations are 

polynomials multiplication, congruence, and groups operations. The popular attack on it is Lattice attack. The GIC 

operators are Crossover and mutation. In our algorithm, the operations used are Multiplication, congruence, groups 

operations, crossover and mutation (genetic operators) which make the new algorithm more complex and more 

immune to attack.  This reinforces the resistance against attacks. Table 1 is a comparative summary of the 

algorithms. 

 

 



IJRRAS 19 (2) ● May 2014 Hassan et al. ● RSA Cryptosystem Using Genetic Optimization 

 

 
 

155 

 

Cryptosystems Operations used Attacks  

DES Substitution and permutation using boxes Differential cryptanalysis 

Meet in middle attack 

AES Substitution, shift and addition operations Timing attack 

Brute force attack 

Elliptic curve Addition on elliptic curve, congruence, 

fields operations  

Collision attack 

RSA Multiplication, congruence, and groups 

operations 

Timing attack 

Low exponent attack 

Diffie-Hellman Multiplication, congruence, and groups 

operations 

 Pohlig attack 

Index calculus attack 

NTRU Polynomials multiplication, congruence, 

and groups operations 

Lattice attack 

GIC Crossover and mutation (genetic 

operator) 

 

The new algorithm Multiplication, congruence, groups 

operations, crossover and mutation 

(genetic operators) 

 

Table 1 is a comparative summary of the algorithms 

 

5. CONCLUSION 

We introduced an encryption method based on Genetic Algorithm which is used to generate key. Using Genetic 

Algorithm we can keep the strength of the key to be good, still make the whole algorithm good enough. We 

proposed a modified approach to data security using the concept of Genetic algorithms Inspired Cryptography and 

RSA cryptography to encrypt and decrypt the data. The feature of such an approach includes high data security and 

high feasibility for practical implementation. We introduce a modified ciphering technique that lead to new 

ciphering system that can be used in encrypting data. This system is combination of symmetrical system using 

genetic optimization and asymmetrical system using RSA to make the key very complex to reinforce resistance to 

cryptanalysis. The first operation is asymmetrical using Genetic algorithms Inspired Cryptography to generate the 

key. The second operation of the new ciphering technique is by using the RSA algorithm. 
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