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ABSTRACT 

According to international standard norms, FIPS PUB 143, the Data Encryption Standard Cryptosystem (DES) uses 

a 64-bit input block. However, it is not difficult to extend the block to 96-bit encryption, which will be called DES-

96. The cycle of encryption is achieved in similar times to DES. Developing DES-96, intends applyingFactorial 

Theorem, which in this case tells us that any permutation on an array of 96 positions can be constructed from 3 

permutations over arrays of 64 positions. According to theJV Theorem, given a number n with 0 ≤ n ≤ 64! - 1 ≈ 

10
89

, you can associate a permutation of 64 positions in 63 steps. This allows applying a variable permutation on an 

array of 96 positions at the start of the third round, using 3 numbers ni  with 0 ≤ ni  ≤ 10
89

 and for i = 1, 2, 3, instead 

of using numbers 0 ≤ n ≤ 96 ! - 1 ≈ 10
150

 for permutations on arrays of 96 positions directly. The DES-96 algorithm 

is illustrated with an application in the encryption of colour images, which is carried out without loss of information, 

i.e. JPG formats are not applied. The latter may have problems encrypting the images with a permutation and fixed 

key, revealing contours and giving information. 

Using an input variable permutation for the third round, results in approximately uniform distribution tones of red, 

green and blue colours. It is used as a measure of randomness for the value of Chi-square χ
2
. It also shows that the 

DES-96 algorithm conforms to the property of being a one to one function.  

 

1.    INTRODUCTION 

To the encryption process of DES a permutation is applied when starting the encryption [6], however, to this work a 

variable permutation in the input of the third round is applied, and is inversed at the end of the encryption process. 

Moreover, DES cypher 64 bitsblocksmeansthat a proposal which encrypts blocks of 96 bits (DES-96) the encryption 

of a file needs fewer cycles which results faster, considering that encryption cycles are practically the same for both 

cases as discussed below. Another issue relevant to point out is that in every image there are sometimes areas of the 

same colour. Then, when encrypting the area holding the fixed key and permutation the result is the same colour, 

allowing the formation of contours that can provide information. This is the argument described in more detail 

below and the reasons why variable permutations are involved in the third round entry. Also, the complexity is 

benefited because when decoding an image with different permutations that was encrypted keeping the 56-bit fixed 

key, the original image will not be obtained. This research does not present a formal proof of increased 

computational complexity. On the other hand, the creation of variable permutations will be through the algorithms 

used in JV Theorem[14] and Factorial [15]. Specifically, it is made from 3 𝑛𝑖  with 0 ≤ 𝑛𝑖  ≤ 64! - 1 for 1 ≤ 𝑖 ≤ 3 

which were chosen randomly. In addition, there is an increase of 1 ≤ Δ< 64! - 1 to differentiate one permutation 

from another. An important question to solve is, how can it be known if an encrypted image has a proper 

randomization of basic colour tones, even more, how do we know if an image has an appropriate encryption 

"quality" or not?. One way to solve this is by the goodness-of-fit test χ
2
[16] as a measure of the randomness degree 

in the distribution of the different colour shades. The goodness-of-fit test gives a criterion for deciding when to 

reject an encrypted image that does not comply with some degree of randomness. Also, the normal distribution [7] 

as an approximation to the Chi- Square is used. 

 

2.    DES-96 AND GOODNESS-OF-FIT TEST 

We begin this section by answering the following question: how do you define the DES-96 algorithm? In this sense 

we give a description of a complete round. Denote the cycle DES-96 encryption as follows: 𝐸96,𝑘(𝑥) where 𝑥 is the 

96-bits plaintext and 𝑘 is the key of 56 bits. The 𝑓96(𝑅𝑖−1, 𝑘𝑖) function of DES-96 is different from the 𝑓(𝑅𝑖−1, 𝑘𝑖) 

DES function. The 𝑓96(𝑅𝑖−1 , 𝑘𝑖) function performs the following steps:  

1. - Executes the operation x-or 𝑅𝑖−1 ⊕ 𝑘𝑖  = Input, where 𝑅𝑖−1 is a string of 48 bits and 𝑘𝑖  is the scheduled key at 

round𝑖. 
2. - The 48-bit Input string, is the entrance to the boxes (8 in total) which follows the DES substitution rule. The 

output of the boxes is a 32-bit string called𝐶.  

3. - Chain 𝐶 is applied to the E of DES expansion permutation. The result is a string of 48 bits and 𝑓96(𝑅𝑖−1, 𝑘𝑖) = E 

(𝐶). 



IJRRAS 14 (1) ● January 2013 Carapia & al. ● An Application to Image Encryption 

 

 
 

59 
 

4. - In the same way as the DES algorithm left block𝐿𝑖 =  𝑅𝑖−1, and the right block 𝑅𝑖  is obtained as 𝑅𝑖= 𝐿𝑖−𝑖 ⊕
𝑓96(𝑅𝑖−1 , 𝑘𝑖). Another difference of DES-96 with respect to DES is that for DES-96 a variable permutation 

beginning at the third round, not the beginning of the encryption cycle performed as DES is applied. 

Having defined a round, we are ready to describe in general terms the structure of the DES-96 algorithm. The DES-

96 algorithm is developed in 16 rounds, the input blocks at each round are divided in half, resulting in 2 strings of 48 

bits, 𝐿𝑖  and 𝑅𝑖  with 𝑖= 0, 1, .., 16. Subsequently, 𝑓96(𝑅𝑖−1, 𝑘𝑖)function is applied. With the 𝑓96(𝑅𝑖−1 , 𝑘𝑖) function 

result, the operation x-or with left block 𝐿𝑖−1 is performed to obtain𝑅𝑖 . To end a standard round, the left block 

𝐿𝑖=𝑅𝑖−1. The last round will have the blocks𝐿16 , 𝑅16  which are exchanged, giving the chain𝑅16 ,𝐿16  . Subsequently 

the inverse permutation at the start of the third round applies to the chain𝑅16 ,𝐿16 , to give the ciphertext 𝑦 =
 𝐸96,𝑘(𝑥). 

The key schedule is generated in the same manner as DES, that is, begins a string of 64 bits for a program of 16 

chains of 48 bits each, following the same steps as DES. 

To compare perform times of DES-96 and DES cycleneeds an additional consideration. It is known that the DES 

permutation is fixed at the beginning of its cycle. On the other hand, the chosen DES-96 permutation is fixed. Thus 

the answer about thedifference in the time machine execution, roughly, between DES and DES-96 is based on the 

following reasoning: 

1. - For modern computers running 64-bit words, there is virtually no difference when working with blocks of 32 

bits, than when working with blocks of 48 bits.  

2. - The DES-96 cryptosystem eliminates the P permutation in an arrangement that performs DES over 32 positions 

to the boxes output. 

Based on the above 2 points, generally it is assumed that both times are similar, then if a size M file (Where M is the 

number of bits) DES encrypts it at time𝑡, thus it follows that the DES-96 encrypts at approximately 
2

3
 𝑡. 

Another question to resolve is why the variable permutation at the entrance to the third round of the encryption 

DES-96 algorithm cycle is applied?  

It is known that each pixel is represented by three bytes, in the case of colour images, so that a block of 96 bits 

contains 4 pixels. Then it is clear that in an image only having 2 colours, white or black, the input strings encryption 

process can be of type: 11..1 or 00..0  where each of these chains is 96 bits long. In this connection an initial 

permutation whatever, does not alter it in any way. It follows that the first block of mixed zeros and ones is at the 

exit of the second round, or what is the same, at the entrance to the third round. Furthermore, one can easily see that 

it is not necessary to apply the input string of the third round to the variable permutation; in fact, it may be the input 

to the fourth, fifth or otherwise. Then the argument why this work uses the entrance to the third round is basically 

this: when the first round in which the input string complies with the condition of having a mixture of zeros and 

ones, and then any changes made to the permutation in this chain will have more rounds to mix the information. 

Remember, the Feistel function [5] together with the key schedule does the work of mixing the information in each 

round. 

Another important issue is to clarify under what criteria a picture is chosen as an encryption model. It is necessary to 

point out a couple of issues that are important. The first relates to the following: any pixel can be broken down into 3 

basic colours: red, green or blue, and for each of these primary colours there are 256 shades or tones. Then, the 

graphical representation of these different shades or tones can be made through a histogram, where the abscissa has 

768 different levels or tones, 256 for each of the basic colours. In this sense, the variable  
 𝑜𝑖−𝑒𝑖 

2

𝑒𝑖
 𝑖=𝑘

𝑖=1 , where 𝑜𝑖  is 

the observed value and 𝑒𝑖  is the expected value having χ
2
 distribution with 767 degrees of freedom. 

The second refers to a value characteristic of a χ
2
 goodness-of-fit test that tells us whether the distribution of tones in 

the 3 basic colours was perfectly random if fit to a horizontal straight line or a uniform distribution where χ
2
 = 0. 

However, if the χ
2
 value is too large it means that the colours are in a defined order. In this sense, the answer to the 

question, under what criteria is the image to be encrypted chosen? An image that has a χ
2
 value as large as possible 

is chosen. For example, images from giraffes, lions, rectangles, pictures or text. This paper uses a χ
2
 = 199118882.55 

text image which is presented in figure 2.1. 

It is understood in this research that the previous image is encrypted, if the goodness-of-fit test of the histogram of 

the 768 different tones of the 3 basic colours, the null hypothesis is accepted. The null hypothesis states that the 

histogram of the different tones of the 3 basic colours follows a uniform distribution, against the alternative that this 

is not true. On the other hand, in the hypothesis testing problems there are 2 kinds of errors where one is committed 

when the null hypothesis is rejected as being true and, when the null hypothesis is accepted as being false. The first 

of these errors is called Type I error and the other Type II [16]. 
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Figure 2.1: Image to be encrypted, of dimensions 673 x 526 pixels 

 

The error control is Type I. Usually for this error 0.1, 0.05 or 0.01 values are given. If this error takes the value α = 

0.1, it means that it requires more evidence to accept the null hypothesis, according to the data if any of the other 2 

values are taken, the former is based on the following reflection: it is clear that the quality of the encrypted image is 

directly related, with a "right" adjustment  frequency histogram of the horizontal straight line, that is, the variableχ
2
 

=  
 𝑜𝑖−𝑒𝑖 

2

𝑒𝑖
 𝑖=𝑘

𝑖=1 , with k - 1 degree of freedom must be as small as possible positive quantity. In this regard, it is said 

that in the case of α = 0.1 it requires further evidence that the histogram frequencies are closer to the line, in case of 

α = 0.05 or 0.01. Later a comparative table under certain conditions is shown, where the values are α = 0.1, 0.05 and 

0.01. 

Then, the decision is to accept or reject the null hypothesis using a number limit on the χ
2
 right tail distribution 

associated with α = 0.1, 0.05 or 0.01 values. Because there are 768 shades of the 3 basic colours taken in the 

histogram construction, it follows that the χ
2
 distribution has 767 degrees of freedom. So, the normal distribution 

with μ = 767 and σ =  2 767  1 2  canbe considered a good approximation to the χ
2
 with 767 degrees of freedom, 

according to Central Limit Theorem [7]. 

It follows that the thresholds for χ
2
 variable, from which all these values greater than the null hypothesis is rejected, 

are: 817.9, 831.6 and 858.6 for alpha 0.1, 0.05 and 0.01 respectively.  

The worst scenarios are now discussed, those in which the permutations are applied to the input string at the third 

round not producing any change. This can occur when there are schemes in which strings are zeros or ones; but 

before doing this analysis some assumptions are necessary. Suppose that the values taken by the bits, 0 or 1, at any 

position of the chain are independent of each other, moreover, considered equally, that is, can be 0 or 1 with 

probability 1/2, then the likelihood of positions ranging from 0 to 93 are all 0 or 1 and can be calculated with the 

Bernoulli model [13]. It follows this can be expressed as 2  1 2  96 ≈ 2.4 10 −29, in this sense; one can conclude 

that the possibility of occurrence of the worst case scenario is almost zero. It is clear that this is to be avoided 

because permutations would not function. 

In short, the worst scenarios that can occur are when the input strings to the third round are zeros or ones, which 

occurs with a probability of 2.4 10 −29approximately. The pattern of varying permutations offers enough noise to 

encrypt the image. If applied as a different permutation for each input block into the third round, the outputs 

probably would be different, and therefore should have disappearing contours. 

 

3.    PROOF THAT THE DES-96 ALGORITHM DEFINES A ONE TO ONE FUNCTION 

As is known, the DES algorithm defines a one to one function [3], however, if the DES function defines a one to 

one, it does not follow immediately that the DES-96 algorithm also defines a one to one function, since there are 

differences. In this order of ideas, the following theorem is written thus:  

Theorem. The DES-96 algorithm described above defines a one to one function.  

The proof is by the method of reductio ad absurdum.  
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Proof: Suppose you have 2 different plaintexts 𝑥1 ≠ 𝑥2 and𝐸96,𝑘 𝑥1 = 𝐸96,𝑘 𝑥2 i.e𝑦1 = 𝑦2.Then if𝑦1 = 𝑦2, it 

follows that 𝐿1,16 = 𝐿2,16  and𝑅1,16 = 𝑅2,16; that is the left and right blocks in the sixteenth round are equal. It also 

appears from𝐸96,𝑘 𝑥1 , 𝐸96,𝑘 𝑥2  that is the same key, therefore 𝑘16  is equal for both encrypted plaintexts. If the 

latter is so, then it is not difficult to show that 𝐿1,15 = 𝐿2,15 , and𝑅1,15 = 𝑅2,15 . If we follow this reasoning, we arrive 

at 𝐿1,0 = 𝐿2,0, and𝑅1,0 = 𝑅2,0, which means that𝑥1 =  𝑥2; however, the latter contradicts the hypothesis. So, it 

concludes that if 𝑥1 ≠ 𝑥2 then𝐸96,𝑘 𝑥1 ≠ 𝐸96,𝑘 𝑥2 ▄ 

 

4.    PRESENTATION OF RESULTS 

There are 3 aspects that remain to be resolved in this investigation. The first is related to the criterion that tells how 

many permutations should be applied, which depends on the image chosen. The authors consider that a different 

permutation must be applied for each 96 bits block encryption, such that the distribution of encrypted blocks 

approaches randomness. Given that the plaintext blocks are 96 bits and in this case there are pixels, it follows that a 

permutation can encrypt 4 of them; then the number of permutations can be expressed as: ⎿(𝑁𝑜𝑝𝑖𝑥𝑒𝑙𝑠)/4⏌.  

The second problem to be solved is the fact that with 2 different positive integer sets of 3, the same permutation can 

be obtained [15]. This difficulty can be resolved if we restrict the maximum value of the positive integers 

𝑛𝑖with0 ≤ 𝑛𝑖 ≤ 32! − 1 ≈  2.63 1035 , which means that a permutation is applied to each sub-string of 32 bits; it 

is clear that if working this way no permutation is repeated. The disadvantage in this second stage for positive 

integers whose maximum values do not exceed: 2.63 1032 , will have   2.63 1035 3≈ 1.8 10106  permutations 

instead of 10150  permutations. However, the number of permutations  1.8 10106  is more than sufficient to carry out 

the task of randomizing the colour tone images of red, green and blue.  

The third relates to the difference between one permutation and another, i.e the increment. This can be achieved 

because it is possible to define, under certain conditions, a field in the set of permutations [14], which in turn can 

define the distance concept. It was decided in this investigation, for simplicity, to apply the same increase in the 

numbers 𝑛𝑖  with 𝑖 = 1, 2, 3; although it could be different for each case. In this vein, the 3 positive integers to 

construct the permutation on the basis of 96 positions will be as follows:𝑛1 + 𝑙∆,𝑛2 + 𝑙∆,𝑛3 + 𝑙∆with 𝑙 = 1, 2.... . 

Also, it is clear thatthe𝑛𝑖 + 𝑙∆≤  2.63 1035for𝑖 = 1, 2, 3. As can be seen, there are two variables to control. The 

authors chose to regard the 3 integers 𝑛𝑖 ≤ 1028  and the increment ∆≈1028 , considering the above images up to 

4000000 pixels, therefore 1000000 permutations would be 𝑙∆≈1034 .  

Example 4.1. The image in Figure 2.1 cyphers five-fold for the following particular values: 

 𝑛1 = 545454541212121212163859768 

 𝑛2 = 4554645121215454021221129377 

 𝑛1 = 6545645154545487454528593648 

 𝐾 = 6123456789ABCDEF 

 ∆ = 1230211454021545421215428463 

The number of permutations is 88499, and for the above 5 values χ
2
= 761.89. The encrypted graph is shown in 

figure 4.1 which includes 256 tones for each of the basic colours: red, green and blue. 

This research mentioned at the beginning that variable permutations strengthen the DES-96 cryptosystem, although 

this work does not show how much it is strengthened; it can say if an encrypted image has the features cited above; 

when this image needs deciphering knowing a∆, the 𝐾 key and the number of permutations is used, only changing 

some of the 𝑛𝑖  the result is not the original image. Thus, it not enough to know the 𝐾 key, ∆ and the number of 

permutations to decode the image; more information is required to decipher the image. In this sense, it can be said 

that the permutation strengthens the DES-96 cryptosystem. 
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Figure 4.1: Cypher figure 2.1 Image with example 4.1 data 

 

The time consumed to encrypt the image of Figure 2.1, according to the requirements imposed on the five-fold is 

about 5 seconds; this with a commercial processor Pentium IV© system with 2GB of RAM memory and single core; 

the software was developed in C + +. 

In works [9, 17] images are encrypted; but, it does not specifically mention robustness, or complexity before solving 

a brute force attack. In our case, the proposed cryptosystem has at least the complexity to a brute force attack of256 . 

On the other hand, the cryptosystem proposed for symmetric encryption is faster than asymmetric images known as 

RSA [12], ElGamal [4] or Elliptic Curve [10].  

Finally, from the DES-96 it is not difficult to build the Triple-DES-96 [1] which has a higher computational 

complexity. However, this extension will not be touched in this investigation. A question to be answered in this 

work is to determine what percentage of times the null hypothesis is rejected, taking into account the thresholds of 

each Type I Error Levels. In this connection, pseudorandom [17] 60000 items in the following five-fold: 𝑛1 ,
𝑛2, 𝑛3, 𝐾, ∆ are chosen to encrypt the image in Figure 2.1. With the numbers 𝑛1, 𝑛2 and 𝑛3 a variable permutation 

on a chain of 96 positions is constructed. In addition, the order of each is about 1028 , 𝐾 is a key of 56 bits and ∆ is 

an increase of about 1028 . Furthermore, these percentages are reported with increases of 15000 runs each to get a 

total of 60000 runs. In order to observe the stability of the percentages, below is a table with this data: 

 

Table 4.1 

Type I Error 

Level 

Threshold for 

Rejection 

15000 runs 30000 runs 45000 runs 60000 runs 

0.1 817.9 9.56% 9.72% 9.82% 9.91% 

0.05 831.6 5.01% 4.98% 5.14% 5.24% 

0.01 858.6 1.13% 1.17% 1.13% 1.14% 

 

 

5.    CONCLUSIONS 

This paper presents a symmetric cryptosystem, DES-96, which encrypts colour images in similar times to the DES 

cryptosystem; this feature makes the encryption of a file faster with the DES-96 cryptosystem than DES. It provides 

a criterion of quality encryption of images, i.e how dispersed are the 768 shades of basic colours red, green and blue 

using the goodness-of-fit test χ
2
. The idea is to avoid bias that the distribution of pixels might have. The varying 

permutation strengthens DES-96, because it is not enough to know the 𝐾key, increased ∆ and the permutations 

number to know the original image; that is, more information is needed to decrypt.  

Also illustrated with a table for the Type I error levels α = 0.1, 0.05 and 0.01, that are the percentages of the null 

hypothesis rejection. The above information is necessary for the implementation of a practical case. With regard to 

the types of attacks, since it has an unknown permutation at the entrance to the third round and reverse at the end of 

the encryption process, linear or differential attacks are not possible [2,11], at least as currently underway. Because 
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DES-96 is a symmetric cryptosystem, it is faster to encrypt images than asymmetric cryptosystems such as RSA or 

ElGamal Elliptic Curve. Although it uses a large number of permutations, 88499 for the figure used in this 

investigation, it does not significantly increase the time used in the encrypted image, in fact only about 8 seconds.  

Future investigations will consider two directions. The first is to develop a more robust DES-96 cryptosystem and a 

natural extension such as Triple-DES-96. The second is to apply the variable permutation criterion as the latest 

cryptosystem AES (Advanced Encryption Standard)[8], inserting a variable permutation intermediate round.  
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